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Data Flows, Human Rights, and National Security”, 14 World Trade Review, 682 (2015).

(43 48R M55 5 5 1 f 2 E 17 I RN E W B 45 55 2 — M L 55. See Jan Wouters, “Coppens Domi-
nic, Domestic Regulation within the Framework of GATS”, available at http://www.law.kuleuven. be/iir/nl-
wp/ WPIWP93e.pdf, last visited on 5 Nov., 2015, p.4.
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Central Production Classification, LA T i #% “lIfi B} CPC™) & L Hr 2 IR & F1] . 4978 W/120
T TELI AR O 1 IR 55 1 2 S SR IAE TS LR T A s ALY L I B CPC W AF7E % 1T X 3L
MR 55 BRI 432, C90LL W /120 S, HH SR AL 55 TR A48 04> 43 SCER 1T, 430 A ik S ML A
R B AR O Y & W IR 55 B I Bl I 55 B Ak B 55 L i e Il 55 L AR IR 55

IR E G v fifp DR S, L SN EURBILA DL R Y % 2 A R D VR i E IR 55 ER 1T 9
Rl ol e b T IR 55 227 b B VRS A S v R R Rk 3R i T R — S i
il (video recording) & JE % — M ) (generic) R W, H R IR BE I 18] /79 9 82 0m & 4= 28
b, D3 22 i 5 T AL 55 1Y R v IR BR T IR AE 4l 4 I A A 1Y IR 55 7 L il T
g2y Jn A IR IR 55 28 8L, TRl R 55 B2 55 1 03 2R S i 01 7 55 BT B, LA
25 TR 0 IR 55 g ) R R R Il e CPC A A B 8 IR 557 ob W% R 55 10 1 e 4k
FERHBEAT ARG . T IE T X I AR DG Y IR 95 52 2 B el R I AR AR AN [ T 5 R D
RT3 . ZEICEEIR]  7E B 5L 7 AR B R IR 55 FB8 11300 F  GATS PR B T B35 9 IR 55 52 5
i [ A 5 R

(Z)EAERENNERNE B H

I P L — T LA (1 7 it AR 95 20 Ak o IR I 34 R PR A2 A IR 1 R 5 SRR I RE . 2.0
AR 1) W 2% K #5745 B2 5 - 65 (trade platform) fAE F . ©480 WTO P o { B B I8 75 o 43 4
RIEW H i, HFERI WA 20— 3l iRy 0 U AF IR 55 55 1 DR 42 BRI I Y B
B 5 H S a5 A% i A T B SR T A i A T A G 2 ) X A 2 i B
WIAE R A RO BT o B AR E . BARE .

H— WTO W5 773 CRAR B ) S (Al B AR 2 25 S0 ) 1 Oy 23 3 B 3K ) Y BB B
W, W/120 F-8A7 X3 Hefilt i 55 F0 AN FRAE IR 55 o W] A s ol 373 40 4% 5 78 5 iz 3 [B] 5 4 LA
L5 R 55 58 SR BRI 55 o % HL AR R T T AR IR E WTO P g 35 5 4k 22 i 17, i 208 1
(EEAl AR 228 SO ) I O CHL AR B ) 1Y 2H 18R 2

CHAF RS 1 2548t H AR B A5 e 5 A8 AN 5 200 28 9% 305 5l o A0 A8 80 1 S H A 1% 3
P B AL R T H MRS 3 A0 H AR SO UL T S 5 i AR i AR UG 3.
I, 2 S E A A o O 24 B 58 P AR L FL T L AR RVRRCHE A% A DT T R i AR T R 4R

(44 See Weber etc., supra note 5, pp.19—21.

(453 Council for Trade in Services, Background Note by the Secretariat, Computer Related Services, S/
C/W/45 (14th July 1998) . p.3.

(461 China—Measures Affecting Trading Rights and Distribution Services for Certain Publications and
Audiovisual Entertainment Products (hereina fter China— Audiovisual Products) . Appellate Body Report a-
dopted on 21 December 2009, WT/DS363/AB/R, para.396.

C7) A HARS S I ) CPC R 10 Bt Ak IR 557, I8 4 v 1 U0 %) 28 i AR 3R 1 18 R IR 55 /R LT 37
TR R . 200 ET“GATS T oy [ HL 5 00 o 08 o 2 i) B i 43 R) T Y LA B 2% 5] 5 4 s Sy AL
7 RS AR B R AR 2 AR D2014 4R5E 2 0], TT 70— 73,

(481 See ITC News, “Opening Welcome: The State of the Internet Industry”. IT Conversations (Oct.

5, 2004), ovailable ot http:// itc.conversationsnetwork. org/shows/detail270. html, last visited on 6 Nov.,
2015.
(497 CHEAFMHEYEE 3(b) &l T “inter alia” 6 W, HEAAL IR F B 21 A9 4% 5 05 =8
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5 0] R A it R ) )R e LA I 43 TG ) A i A S A B R AR IR 55 . OOl I FT UL, WT O
I ] R 11 P {5 e 55 1 T BIR 7R IS 26 95 2R A5 1 H P AR I 45 R IR 55 A BB AT 8002 A 19 R IR
55 o M HEBR X A5 B A% 26 5 A A AR DG B 7R 8 0l 2 A5 IAVE o 5 AL G T Be i) 5 | o L 55 8 0
MR IR S5 . 5 2 CHBAR R ) I AN QB X 45 ik 55 1 SC 55 D BB AE TR 32 7K i 1Y
JI 55 47 b 5 T 375 e A BIL2 9 HLBE 1k a 51 77 38 5 fL £ I 55 it i 57 5 B g . o1

TESE By, A Y R LA R IR TR R IR B SR LS5 . TERRE T &
A E A 12 8 T BRI T DUBAR A A% B AL 19 2% H 55 IR 55 i R e B s A ] . MR LKA N
RN B 1 RS OS5 R AR AR B 2 R BT BT B0 T LR R G AT DL B B i
L T A B i 07 2 AL G DT A 7 50 S0 A HL G RS TR o 020 R kG L B Y R N LI 1) 3%
For ApyBRW IChEiE /e T WTO X5,

IR R B A o TE 22 Y AT B R E . AR WTO Bl SCASE B i, B R IR
Pz A R3S A B8 . BB TR R Y R ) 468 TG Ry AR 22 B B 7 i ) A6 B 1 4 i
I o ARHE WTO e i i R 52 BT 7R 05 7 1Y L HT 52 5 Rk L AR B8 10 28 A 7 s g 2= DL
BB P90 5 A A A B 2% 10 58 A SR G L B 3 A 45 I A R R TR A 2 1 B2 A O 2K

e R E R R, 25 ERE W G SR 2 ORI T B AR R AT, BRI R IE 4
TR 2455 b DO 24 Wt 1, ST 56 TR AR 20 AR VR0 4 O 2 R I . 38 D URBIL A D40 4 2R 18 1 O X
T3 [ F it ) 3 vk e . R L URHILAR AR S T 3 v A 3 W A 8 B Y i 95 4 itk B AT
308 o AR 53 4 B 2CER AL i 55 () RSO 6 465 30 3 15 o P T, | BB IO 45, B AR 8 D3 T B R R A B
B AR A R R E o 303 5 22 % VR B GATS I (1 25 358 58 A5 119 73 045 4 45 MR — AN R
T3 B 55— AR I T A T RERY IR 55 R 07 5. B2 i S B URHILAL B E 5% [ BR ) ) 4% I 19
o il GATS X5,

71 i 75 | ¢ Sy R ES B MU & St LI V1R AR R 3 = RS n i B R 9 A D 0
Vo RS S 8 A0 W it 1) 0 285 0 B ) BIR A 4 . A b LR U LR R o 0 W
it 73 B AR 3 =Y T 37 A AR R SR e Y X A R Al A v B R O
IR . 65 2o b B e SR B ) 1 TSI i A W i a2k 1, 3R T 5k il T AR g 2 I Je R
UL, TCIE s & il 1 2 R A T E A Al R S R . SR R EIRFLI I
“SrEH” (distribution) J& — PEME & BB A AR A8 Al . VISR B URHLIG Iy B WLAE AR 1h X A
R E R R R S ARG, 000 ok — P4, 5 HAL WTO PrE ML, GATS & — 4> o R
B B A 4 & B Y55 (continuing obligations) (£ 1 55 %), OO i, fE HEEM 7 5 F . H B

(501 Weber etc., supra note 5, p.61.

(513 Bobjoseph Mathew, The WTO Agreements on Telecommunications, Peter Lang, 2001, p.77.

(52 See Mexico — Measures Affecting Telecommunications Services, Panel Report adopted on 2 April
2004, WT/DS204/R, para.7.117.

(53] United States — Measures Affecting the Cross — Border Supply of Gambling and Betting Services
(hereina fter US— Gambling) , Appellate Body Report adopted on 7 April 2005, WT/DS285/AB/R., para.348.

(541 China — Audiovisual Products, supra note 47.

(55] Supra note 46, para.408.

(56) Supra note 46, para.396.
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) ] kA — B A S TE L 4% $2E (supplying online) AN ¥4 A HL A (4 iR 45 26501, ST R IE
PR ) 7 55 A B¢ A 7 1l DA 1 53 T R ) 4 S il 55 7 1) ) T B

(E)EAEEENTHWEBRNNER

VB S 15 2 F38 TRAZ i (08 1A, T3 A B 3k B {5 BB iy ZhBE . FECH 7 55 TAE I
RO WTO $ 71 5578 A ST AR 55 38 vl 1 O QAT 2R 77 00 8 4 L B 4 R
SEATIEG B, COSIHHR W 1Y B2 5 D) RE AN AR BLAE 77 il 0 A 7 LB 438 RN S AT A O I 34 R
ME B IIRE ., oMLY W R B BB AR SNE B iRE. RE A MmERZ WTO th
FE B VR L W A A, OOME /D557 5 M L B9 15 B (trade — related information) A] 52 WTO
E T

FRE R O R . B B R R TR B AE 2K M FR H B sl . 2
J2 AR e BEL A Lt ORI 1 T 2 S 1) 22 T R M R B 1 B S AR 2 S . 600 by
90 B 2 - SRR R P T BT N I SN W s A S IL 1 4 A BR 1 T BE A A TIT 3
IR 55 52 Ty #4 WA o 61O 2 XI5 B U Bl 9 BELA 2 5 210 e 55 M 55 B R 5 1) 52 o ) 2 L OB 4 Al R
T AT RERS LB S GATS [ #1371 AR ] IR 15 088 45 A5 G A T ot

BN E MR BR T R BRE A B N S Bl RS, 5 D7 I AT B4R 51 GATT1994
55 23 M GATS 45 23.3 5555 Ak ik R Z VR B AR LRI A 5 6L A i o SO 7ECH 775 45 TAR TR
R ARV D ey, A A0 2R — S B 5 T A 1k BB T AR R 55 1 H A A IR 4 3k S it FT
AEIE 5 23.3 AR E Se 2w s R oy O 55 1 Al s B O 0 AT B AR A A 25 C63)

“HARGZR LR A E TS Z JRiid & F . —, WTO W5 5 i& 551
BT R AER LA SR A TR OO E 5 5 = H A Y 3 K Sl A i B 45 2R . 6 B
PESE ] 4 7 A AFAE Y )8, HOAS A 2874 R NS J7 AT 5 48 H— SR R B Ty
SRRV LR e A3 T8 R 2R £ 1 G VR T 5 -, 7R BT R 45 T RE ke 2k B2 4T, B
A BB 23 S B [ 7 it S 2 PR AR, SOOIt A B O R R L AR v R A B L B AE B

(571 See China — Measures Affecting Trading Rights and Distribution Services for Certain Publications
and Audiovisual Entertainment Products, Panel Report adopted on 12 August 2009, WT/DS/363/R, paras.7.
1209, 7.1220.

(583 Council for Trade in Services, “Note by the Secretariat: The Work Programme on Electronic Com-
merce,” WT/1274, Sept. 30 1998, p.1

(59) See Aaronson, supra note 42, pp.671—695; Diane A. MacDonald, Christine M. Streatfeild, “Per-
sonal Data Privacy and the WTO”, 36 Houston Journal of International Law, 625—653 (2014).

£60) Google Corporation, supra note 3, p.14.

(61) Delimatsis, supra note 13, p.78.

620 AR R Z IR AT WU A0 & I A2 . B, GATS 58 23.3 S0 . WAT AR B2 50K SRy FEAR 318 55 — ik
GUTEAS D32 58 =88 43 T B9 B4R v m] & B0 T5URH AR A5 0 AT Ar) 1 25 0 R T 9206 15 A B 2 0 2 I T 41K ke 1) A A 5
it AT 4 2 S A o U T 4 P 4 i i TR A IR

(631 Council for Trade in Services, supra note 58, p.32.

(64) Japan — Measures Affecting Consumer Photographic Film and Paper, Panel Report adopted on 31
March 1998, WT/DS44/R, para.10.41.

(651 Ibid., para.10.62.
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ERSE L TR i 21D P IIUE S 3 d i QU P G YN R
= WTO Bip5E X 11 9 B 1l 1 it 1) 35 FH

WTO HrEsfift T 2R BN R 5 A i, EEEEMRE L, WTO tha i s s B0
EEEE A TS, MR HBM Y At of AR R4 X 0 L n] R X AR AR R 35 5 A A BOR] i A%
PESBFE R . WTO RRNZ.OETIRAL A RS B R E Y . 7
S bR BE B AR A 32 SCH A PN RS e T BB IR 55 T — R A B E L A0, B R &
G A TE PREE R A OO0 B 5L I A ik W RO N 2

E WTO P, Bl 5 55 3K FE 4l 297 FERR IR IGO0 B 35 85— Motk S5 il . 6 1,
A 152 5 U 5 HB BLAT ) A S5 3 L E L ST WTO B 5 19 0] 0 5% 3 2 A BR 10, o 2 B 45 1
. COSIHA BRER B GATTI1994 55 20 581 GATS 26 14 4 B2 1 61 SN I 2 7T 295 R
A 2% A1 e D) 8 0 Ay et A T ol 81 A1 4% 3k B4 P B4 £ 2% R B AE 1) P A Ak A, 69

S, B B 55 PN R e LA A A e A i R R ) X AR DU R
— QR R S SRR 25 A s L T i R A 0 L B PR AR L O3 L R SOK LA
P E AR RGE A Sk e mly L XoF T I P9 R 1 i %) 7 i M R AT AT

(— ) Bl 5 & 203 BBk I #0 i B9 AT & A i

(e 351 23 249 52, — R 091) A1 00 D00 60 2 2 491 & L D) e 0 R Ay T T ol e 051 A D0 7, HL i ke B B
HEIR GR35 GAE 5 5 KV Z [ fwh e . BRI BR 52 5 41 20 98 76 o 58 ) — i 5 1 4k R 2%
S Ah S5 R RE AR TA]— S5k TR, CTUBR N L 1947 A EBL 5 R 5 h i )5 GATT1994 #¥ Ak
B b P9 A0 25 K — 43 R . A R E T4 20 S0 FNAE 21 A5, JCRE OB A0 453k a3 S — il Ak
2z e Ah 5k dE GATT1994 BT 2 —.

WTO W5 A 57 148 1A B A St — g 1] S0 4% 3 0 3 e Jn 17 7 75 220K . 78 1946 4R R A5
R, Ay sl G (9] A1 % AR T T L S R B S A D S R G B — A SR R UL IR AR AR R A R

66) See Gabrielle Marceau, Joel P. Trachtman, “A Map of the World Trade Organization Law of Do-
mestic Regulation of Goods: The Technical Barriers to Trade Agreement, the Sanitary and Phytosanitary
Measures Agreement, and the General Agreement on Tariffs and Trade”, 48 Journal of World Trade, 351—
352 (2014).

0671 Z UNBAT /R 2 R B 7] 52 ) BIh A v 1 4] A R R B IR — MR S5 L B R Rk L 55 See Ar-
mand de Mestral, “When Does the Exception Become the Rule? Conserving Regulatory Space under CETA”,
18 Journal of International Economic Law, 641 (2015).

(68) See United States — Import Prohibition of Certain Shrimp and Shrimp Products (hereina fter US
— Shrimp), Appellate Body Report adopted on 12 October 1998, WT/ DS58/AB/R, para.157.

69) Peter Van Den Bossche, The Law and Policy of the World Trade Organization: Text, Cases
and Materials , Cambridge University Press, 2013, p.599.

(703 See Hitoshi Nasu, “State Secrets Law and National Security”, 64 International and Com parative
Law Quarterly, 401 (2015).

(713 See GATT, Guide to GATT Law and Practice (6th ed), World Trade Organization, 1994, p.551.
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GATTI1994 %5 20 KW IF 57, (720 X T — MBS 553K, A B AN 55 el o 2 8 - g ”
(Gentlemen’s Agreement) , B 51 77 87 Tk 48 5 11% 553k, (730 FE R A SUAR T, &% 2 4k %
FONR AT BT 20 B FRER ., AR E X — WS Sk 5 A B A SRk RS BA W
RN,

WTO BpsE B0 5 53k aT 38 T3 S Bh e SC 55 By i, LA Sk Al i i Z R i i it . LA
GATTI1994 %5 20 & R ), o SCAR HLAE “ AR Wb 2 v (9 4F: A 4% 5K 0 AS B 52 e L fef T, L7 IR, —
Wi oh 5 22 A A AR E T GATT1994 5 GATS BT L5, 75

(Z) £ E & 50 o 3t BB W # H 59 3& B

i 7 5 5 118 B GG T K o i i B i) 1 B2 B v B A R R A ORGP AR i R GATT1994 8
GATS 55 1 J5 o (H 2 %88 it v 4 1) S0 4 kT IE 4k . 75 SE kb, R4 2 B 7 15 A 4 0 3t
Tk P Ef A0 Ay i ST it K o R T it 1 B i v H AR . 9, R SR R 227 5 ¢ o IR R
5 R R S IR TE G AN AT B AR, X T IR T ARG AM A S AT T A R Ak E
B W EEVE A3 B T 5 K

L& kB B AR Jh i 2 5 k7

GATT1994 5 20 ZAHLE T 1861 T7 AT LR BUOR 37 24 638 78 BT 6 22 9 15 11 GATS I 3k
— 25 HE B T 3 AT SR DR AP A SRR RS i . DAY B FE S ] B b e AR ik
F Lk E A 3 SO AR T R FE SOACH AR TETE N i E KR R e s 2 E
SCIN R > SE T8 A N S 22 500 58 i 3 [m] A a] B9 A7 S B 5 T8 o = SO 32 5 % 2L T8 2 2 BRI
A E A AT bR . C76) AR ASAE 38 B O 22 51 R vie ., O

UF BB, X o LB R 5 0 BRIl B SR A kg ke, “SEEMRERTE
FAF AT A E B 8 M (5 27 O ) (Shorter Oxford English Dictionary) Xf“/Zy 37 (public)

€723 1Ibid., p.519.

(73] Nathaniel Ahrens, “National Security and China’s Information Security Standards. A Report of the
CSIS Hills Program on Governance”. Center for Strategic and International Studies Report, 2012, p.13.

(741 Lorand Bartels. “The Chapeau of the General Exceptions in the WTO GATT and GATS Agree-
ments: A Reconstruction”. 109 American Journal of International Law . FN.99 (2015).

(75) 9K IZ UL BAT — S WO . B, =5 3 A A S 42 4 40 b B3 JH R BEHIEBR X GATT1994 53
23 ZMi&E . See Wesley A. Cann, “Creating Standards of Accountability for the Use of the WTO Security
Exception: Reducing the Role of Power—based Relations and Establishing a New Balance between Sovereignty
and Multilateralism,”26 Yale Journal of International Law, 474 (2001). fE“BRFARAG R R, F RN
EH GATT 4 20 55 1F 2414k a8 £5% it o, vl % “3F 35 N Z UF 7 %% . European Communities — Measures Affect-
ing Asbestos and Asbestos— Containing Products (hereina fter EC— Asbestos), Appellate Body Report adopt-
ed on 12 March 2001, WT/DS135/AB/R, para.191.

(761 See Jeremy C. Marwell, “Trade and Morality: The WTO Public Morals Exception After Gam-
bling”. 81 New York University Law Review, 819—826 (2006); Mark Wu, “Free Trade and the Protection
of Public Morals: An Analysis of the Newly Emerging Public Morals Clause Doctrine”, 33 Yale Journal of
International Law, 232 (2008).

77 FEZET L EER T HAL 16 A BR ] 3 7R FR ) I R A 8 5 75 . Supra note 53, para. 6.
473.
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HEATRE SO, AR R RN R T B SUR TR N R 8 T 52 B 50¢ T A R sl B K
(.73 Tl & RN A e — IR RERT & GATS 85 14 (a) R MUE , K 4 B TE AR 94
B Al 2R N B A R 25 7 CTSI AR N B, R g SO OG T IE B BB R AT O B A TG )
W7, TR A, BRHAINF GATS 5 14 () 55 HB 787 & SR A2 R 5l B K BT S He i 2 Ak
X ESAT bR A, BB A5 1R 28 HE MR o8 11 5% 19 2 B X 8 b o 7 CSOMR i i S AR L A SR
BT B IR R SR ZOR — S AR E S AL SRR E R R e B, R
A A A BREAE R 22 80 SN 1Y T8 18 A AT AR B A S I8 4 o S TE AR A ) E I
TAE TR S UL B B A U A I PR AR AT A REAT & 5l T SO TEE LA, SR
Z R AN — A R T AT LR 0 M R PG AR A

MR b A BT AR T A TR A8 Rk R A R A A 0 A AT O Y
A DR EL AT BB A 5 I VR I BRI 5 TTTfﬁjij?%jﬂEﬁE Nt N \/\ﬁif?”
R A S E KW EAF S H R, #— P GATS BERFES 14 FKWE S5
FAE 2 FL Bk ] A1 3 FH L LA R EQETXT?F/\E'JﬁZIKWﬁﬁ/h}Q;&ﬁ@E’J(genume) i
% 7™ 5 1Y (sufficiently serious) JB M DL 2 JE 8 61 48 A GE w48 FH 7. & B # B T fire B¢
N FERRE AL S R A T BB R . SRR S SRR A O E L R A S H
— 5 IR ARG A I £ o BN R 2 B RS E M s T X A R Y B B T
P, 083D

[, WTO % ZAIR AR/ FE38 87 Fn 8 fk 7 7 A e AT (R AL 1) e B, BT AR 18 B
& I 8] 7025 8] 0 A8 AT A2 A, O HL3Z2 B A5 A B9 4k 25 S0fk CE R RN S B E SF — RPN R
FRY S, 7 S4B b, AR B AR S 19 BOIA 1A 28 A0 A (BD00 & o 7 A8 il g O 9 LR O B E SO
ST RN S K 3 | /N U S M YT S’J%T“/Aﬁé AR B L SR BRI — i
0 TC ARG BT 10 o SR T AR AR AL L TR 0 S T A 8 BB B A B Ty, 860 AR,
AL HN W IF AR R %5 H R AY L B 51 T BAT R S R AT 3 Tl T i 55, 8T

HE— 20 M, 38 A 3R G SRR TN B 5 A SR BUR 1 B i R %5 5B ) He it

(783 US—Gambling, supra note 53, para.6.463.

€793 1Ibid., para.6.464.

[80) Supra note 53, para.6.465.

(813 Mark, supra note 76.

(821 See US — Gambling, supra note 53, para.6.466

(831 Nicolas F. Diebold, “The Morals and Order Exceptions in WTO Law: Balancing the Toothless Ti-
ger and the Undermining Mole”, 11 Journal of International Economic Law 62 (2007).

84) US — Gambling, supra note 53, para.6.461.

(853 Ibid. % Wh A5 78 3 H0“ R 50 7= S 7 IR ML R 45 TP 42 B A% Ik . See European Communities -
Measures Prohibiting the Importation and Marketing of Seal Products (hereina fter EC— Seal Products), Ap-
pellate Body Report adopted on 22 May 2014, WT/DS400/AB/R, para.5.199.

(861 Ibid., para.5.199.

873 US — Gambling, supra note 53, para.6.461.
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X LIA L BbR A SE, SO EEERE R RA W INF SN BA A RdeE fikE
B AR 3 R A AR . SS9 B B B I 5 7 i 52 TR AL A U BH R i D3 T i A (] A A R
i BB AN [R] B PR AR, 90

mE.WTO &FRHAM LRI IF A T Xk L SRE TS . 0s 2 . H—0
)4 Mk 52 5 UGE T F SER 5 5 SR &) b AN LI AR 5N SRR T A S B A AR
TIE  FLRE A BT 3 T R 4% S g, O

FE S B rb, OB ] 500 S B X A AR o AH G, B0 X A 2 R 25 HL A AR A 5 i ) IR
LA e SE RE s o g Bkt Bbw ., Bl e L EERE R h EMEHEIEIERE T . & R4
AR AR S T 8 1 15 it AL 455 7 Lk R AR N T S R o B 1 e N B TR A
B A& B A HSUR IR . 28R , B vk &% AR VE AT 4 A H AR al i A ik 0 5 <A Ll 1l 5
“NIERRE, D2

2. HLR) 56 0 b T S

OSSR TE R 5 N JERR T B A 20 B 38 P5 B B S iR it 1 6 B E . SEER R, WTO S i
fit et A B R ALY 32 ] AL (weighing and balancing) J5 ¥ 8 i€ 4 WK i /Y 40 %2
PE, COSIZE“E PRI R d ., EURHLIIA N S GATT1994 55 20 4555 b Wi, & 53 40 v % B A
KR 2 B TR B A R 25 s A1 {0 A9 o B T L S B A B BT AR RR B L DA BRSO ) 5 ) FR
Wil . AR R AT A R Y IR A A 2T A v A 1 ] B AR R AT E AR A B
1 A WU il B 0 BEPE A B 56 . OV BRE i JE A5 B B RALA L URALA AN . i,
ECEEMRE S, RPN GATT1994 Fl GATS 78— B0 b 4 5% L& 7 AL
W RSB R R B, TR BRI SE GATT1994 55 20 £ b B M4y
MrHESR M B9 e GATS 7 JL 38 5 i) 41 i 413, £95)

(88) See United States — Standards for Reformulated and Conventional Gasoline Chereina fter US—
Gasoline) » Appellate Body Report adopted on 29 April 1996, WT/DS4/R, p.17.

089 A b, XF &k HARM AR KT A E B i i R 7 FAT e . e E AR R, BRI 4R
1 T AR R YR I AT DR LS A A T BRI VEAT R n AR AR CE i) SR T B T T R O VE R Y
PUATRRRE . BARARIP KT AN L SR H AR A2 AR 1) 09 . BRI G A 587 IR HLAS A0 45 A AR 18] 9 0 0, FEIA
9 WTO B J5 R M I T A e Fol o &3 19 07 7 7K O 18 BUR] B 28 2 28 XURS: 19 4 1k 1 57 5 BUR
See Korea — Measures Affecting Imports of Fresh, Chilled and Frozen Beef (hereina fter Korea— Beef) . Ap-
pellate Body Report adopted on 11 December 2000, WT/DS161/AB/R, para.178; EC— Asbestos, supra note
75, para.168.

90 EC— Seal Products, supra note 85, para.5.200.

01 AL ZECRR B R 7 W h N SLTE AT R T AT R . T R R B S
e B, HLE BB M B FR % A5 AW, LA RS NGB B9 TE 9% 7 3. See Robert Howse, Joanna Langille, “Permitting
Pluralism: The Seal Products Dispute and Why the WTO Should Accept Trade Restrictions Justified by Non—
instrumental Moral Values”, 37 Yale Journal of International Law 368 (2012).

92 US—Gambling, supra note 53, para.6.469.

(931 See ibid.. paras.6.495—6.496; China— Audiovisual Products. supra note 46, paras.239— 242,

(941 Brazil — Measures Affecting Imports of Retreaded Tyres (hereina fter Brazil - Retreated Tyres) .
Appellate Body Report adopted on 3 December 2007, WT/DS332/AB/R, para.178.

95) See US—Gambling, supra note 53, para.291.
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(7B AT ARAR Y . RIS, — A A B AT 2R A5 0% ] 5 1R 48 it 17 A 0% S B4 U 7 T 38 SR 1 Bk S £
1K o COUR] R A i 11 43 Bt 5 B 1) 57 ) B il 1 B A, 2 R AR B IR KB R, IR AR
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5 Kok T BGOSR A 1 3 B 1 D e R AR SR A AR ] AR S B, Ry o JERETRR T F L FE R
AR A 1, 35 SR [ B R R A, 0% i I B A At [ SR 5 1 B AR 3 Bl b
PR A SR 35, CODIE AN TE S AR IE o A LAk 23 B2 B 11 SCAR RN 28 560 S 500 A 8 AR L i 45 e
AR TRHA R 5 e 4 5 il WTO 5Ly 3 B i A 5 B . COVZE S L AE BN R 5 H
P A BRI L, B3 T LA DA S A A vk E bR O B 6 I 4% {5 S AT R 2 R AUR R 2
I ) L T it X B %) T R M AS R R o B R Y

(96 EC— Seal Products, supra note 85, para.5.197.

973 See ibid., paras.5.198—5.199.

(981 Brazil - Retreated Tyres, supra note 94, para.145.

0991 Ibid., para.147.

(1000 Korea— Beef. supra note 89, para.163.

(100 US—Gambling. supra note 53, para.307.

(102 See Dieter Ernst, “Indigenous Innovation and Globalization: The Challenge for China’s Standardi-
zation Strategy” . East —West Centre Report, 2011, pp.33—34.

(103 WK 5 3 1 22 18] 8 77 18 BOHE B RS- 3 A B 89 43 1 . See Gregory Shaffer, “Globalization and So-
cial Protection: The Impact of EU and International Rules in the Ratcheting Up of U.S. Privacy Standards”,
25 Yale Journal of International Law,1—388 (2000).

(104 Michael Ming Du, “Domestic Regulatory Autonomy under the TBT Agreement: From Non— dis-

crimination to Harmonization”, 6 Chinese Journal of International Law ., 274 (2007).
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3AEEER

#&51 GATT1994 5 GATS — B i 41 2% 35 i 1 JE 3% 45 3K 7 5 25K, GATT1994 58 20
7 5 E BB 48 51 B Ah S 3 ) BRI S H A s B Y A R 5 AR 2 TR) R e — gk -
g)% 109

X R H MR R E AR LRI . A F AR 5 g f i & A o X7 T
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M5 75 WE T = WORF 2R L0050 8 ASAL e A [ SOk U B T 1 28 B B 5 AN ) i
AR R SR ARG TE T (0 S A BRSO 5 AS ) 1ot [ B 5 ) O A AR BR il . B AR IR SR T RE R &
B2 ZF 5 UL I (side — by — side) & & i 7 R E 4738 1 . W0 |y b, ik = T 2R J R
i . D2 PR HAR ST

B — XS 5O A BRI 2% A 3 AT I B T I A RS R 1 DA B
977 RHEATIE o S L 1 SRk e B O3 T R A T S AN L A E N RS S
AN E B Zy T 2 1) 22 ) A AR S8 RO 22 v, L G Al D 6 O R IR B AR Ok i
PR T2 DL — 3500 7 e A AR [ R 45 8 2 I15E . I8 FURAILA 3 — 25 DA S ol 2 0 1
A — B 25 11 A7 AE X [ P R 55 4 8 2 A0 e, DR b L s T ARG AR BB OR (IS ¢ 92 [ MR
v, R 3 AT O DX R i B O A T R RS A 45 T A AR B UE A BT AL

1059 China — Audiovisual Products, supra note 46, para.262.

(106)  Ibid., paras.263, 273, 299.

(107 China — Audiovisual Products supra note 46, paras.325 and 330.

(108 China — Audiovisual Products supra note [& 46, para.335.

(109 US - Shrimp, supra note 68, para.156.

(110 US — Gasoline, supra note 88, p.22.

1D Ibid., p.25.

(112 Panagiotis Delimatsis, “Protecting Public Morals in a Digital Age: Revisiting The WTO Rulings
On US - Gambling and China - Publications and Audiovisual Products”, 14 Journal of International Eco-
nomic Law, 266 (2011),

(113 US—Gambling, supra note 53, para.369.
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MR 587 GEALER AR AR 107 AR T 2 W1 4 St 50 bl 9 0 TR AT . A BR A AR s A A IR L AT
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TESE B i 2 — 9] A1 25 3 & R A8 10 32 PR B i ) AR IR T . 7 SE R R
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P AR B F B S5 AR R R B . S0 T s T R IR VR TR AR v T S AR L %
VRHLA TA DA IR I 05 A3 I B A5 e A A 133 T 1) A 5 B BB R 12

H e 7 B A 00 R T B 5 0E H AR B L e BEPE S L R 5t O 3 I % B DR i B9 52 i
AN B W A A B BRI B A Ak T O IR GE 1R 0 AR B R 7R A S 4%
O S 55, A B T I DR — P TR A  x fp AS BE S Ah BRI g5 S R g R A A,
I LIS K AR TR) 4 A5 1k o R 5 0 () 45 M 3E T T A R B R GE . AR R R RO
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(=) A ABUHE R 40 61 50 3o BB 9 90 1 B9 3& A

LAkl B AR e fa i S % 4

F TR 55 A 5 N AR B IE , GATS MU A N B G4l 7 S BRI A b B2 50 9 ik B A
HALFEWIE 8 R NS PR 4. BRI -

Ho— T AR 5 5 R AL R0 A% 1 AR 5G9 S N BRRL B S N E S AR P B AL R

(1149 United States — Import Prohibition of Certain Shrimp and Shrimp Products, Panel Report adopted
on 15 May 1998, WT/ DS58/R, para.7.33.

(119 US - Shrimp, supra note 68, para.165.

(1160 See WTO Secretariat, “WTO Analytical Index: GATT 1994”, available at https://www.wto.org/
english/res_e/booksp_e/analytic_index_e/gatt1994 e.htm # article20, last visited on 6 Nov. 2015.

(117 US — Gasoline, supra note 88, p.25.

(118 United States — Standards for Reformulated and Conventional Gasoline, Panel Report adopted on
29 January 1996, WT/DS4/R, para.8.236.

(119 US—Gambling, supra note 53, para.351. #F—25Hi, 9% B F ok HSL bR | 2 2288 10 B N g R 55 (2
2 BT AR A PR A IR TE I S8 g 5K L% S LVRALIE A 38 R REIE W H A E AF &7 5 E oK. See US
— Gambling, supra note 53, para.357.

(120 EC— Seal Products, supra note 85, para.5.319.

(120 See ibid., paras.5.326—5.339.
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2. LG i 5 GATS U4 R A8 4 fik 0 o5 4 3ok L
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ETEERSEMY .,
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TETRR&NAE S e 2 IR iai B . ol an, an 2R — a5y i AR e 2V E 5K O — B 7 1Y HUEK M)
FIL 15 0t R o) 7 X B 1 ER A A ST L IR A B R 5 RT LA S 48 5 1 2 A R TR RS N s
R

55 XA N ECE LR B 0 it R R R A R R SRV RO R TR, BURELE
R T RS ML (laws and regulations) AYHE &, HOZ“# sl WTO B 53 5 W B PN i Ak &
— A B R ], A 5 A L ok Y T I PR P Ik 4 A P AR R R0 AR AR AR B T Tk A A
iz E bR BA SO RN DO SE T LA N R SRS A A TIA G, HOR
AR X BE T B PR, SR X ik Al A BRI . F L 32 AR O ) R A S R AR O A
(s B S BB AR B PR 20 ) W HUE AR AF & o B2 i, A B S BUA BUR] EIPR A 29 )5 19 4581
LR FRIE A AR 6 AR T E A R E . IE SR G I A A ECE DR Y I R A
INE 5% 5 B L PN S R E

(1222 Rolf H. Weber, “Regulatory Autonomy and Privacy Standards under the GATS”, 7 Asian Jour-
nal of WTO and International Health Law and Policy, 40 (2012).

(123 Mexico — Taxes on Soft Drinks, Appellate Body Report on 6 March 2006, WT/DS308/AB/R,
para.74.

(124 1Ibid., para.79.

(25 Uk 2014 4F 4 F (A R R BOGABOR E PR A 20) B BT A 168 A4k 2977 . o [ A0 B0 50 45 5% .
T 1998 AR E TR ALY I H WA 22 B UK SR 00 B0 57 3 L R RIAT B0 o T ) 3 L o 2 0 A
PF o ABREE B AT, b EAARAMECS REBURECF E PR A2 ), RIECERARAEAA) HTRESET
(A RBEBEAEF E PR A L), R E A 5 BX R AL 0N LS I ARG S EXLXAWAWARE.
See Surya P. Subedi, “China’s Approach to Human Rights and the UN Human Rights Agenda”, 14 Chinese
Journal of International Law, 440—441 (2015).
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150 S [ P Rl - e o | il DR NS PR VAL I W E P ST R R = I O 1R Rl il g
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WA T GATS — MBI A b (22 47 F0 30, i — 20 1l X 2 ME A8 1 il R 1 1% 5 1 45 3K T )
WIS A 45 & HEAT A RE . 400 22 iU AT AR 51 B R g5 S DA B R AR 5 B R
E R %25 8 BB Y B Y AR IR 55 8 R PR R 2 O S B AT B A B LS5 A G
A, (VR S5 0 222 48 7 I BV AT G AR AR B B9 5 55 8 L 0 O D) B T X
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(126) Bossche. supra note 69. p.664.

(1277 Stephan Schill. Robyn Briese, “‘If the State Considers”’: Self — Judging Clauses in International
Dispute Settlement”, 13 Max Planck Yearbook of United Nationals Law, 61—140 (2009).

(128) See Wesley, supra note 75, p.420; Antonio F. Perez, “To Judge Between the Nations: Post Cold
War Transformations in National Security and Separation of Powers— Beating Nuclear Swords into Plowshares
in an Imperfectly Competitive World”, 20 Hastings International and Com parative Law Review, 409 —410
(1997).

(129 Hannes L. Schloemann, Stefan Ohlhoff. “*‘Constitutionalization’ and Dispute Settlement in the
WTO: National Security as an Issue of Competence”, 93 American Journal of International Law, 424
(1999).

130 China — Measures Related to the Exportation of Various Raw Materials, Panel Report adopted on
5 July 2011, para.7.275.

(130 See Antonio F. Perez, “WTO and U.N. Law: Institutional Comity in National Security”, 23 Yale
Journal of International Law, 325—343 (1998).
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) RLpii 3 SR AL B & ), See Eric Pickett, Michael Lux, “Embargo as a Trade Defense against an Em-
bargo: The WTO Compatibility of the Russian Ban on Imports from the EU”, 10 Global Trade and Customs
Journal s 28 (2015).

(133 Fredrik Erixon, Hosuk Lee— Makiyama, “Digital Authoritarianism: Human Rights. Geopolitics
and Commerce”, ECIPE Occasional Paper, No. 5, 2011, p.10.

(130 Ibid.

(135 See Claire Oakes Finkelstein, Kevin H.Govern, “Introduction: Cyber and the Changing Face of
War”, Pennsylvania Legal Scholarship Repository Paper, No.1566, 2015, pp.x— xx.

(136) See Raj Bhala, “National Security and International Trade Law: What the GATT Says, and What
the United States Does”, 19 University of Pennsylvania Journal of International Economic Law, 268—269
(1988).

(137 See Wesley, supra note 75, pp.452—453.

(138) See Schloemann etc., supra note 129, p.443.
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% s RPNV O A o N T EL IR 0 A AR i A e T L R TR R E S 8 . 5 A B AR 9
KA NGBS AR SR NEURME B R, WTO PR E T 1 5 LK%
A N FEE A ERR T S ARG K S BRI R ] A By e [ 58 A SC AR i & O EL E
IO [ PR 7 A LR ORI ) T B 23 7 AR — s Y TR I (H R 1 B ) N R % A 2 BT
L, CHOFR EA [ B R IR A BOAR AR SO AL G2, PRI, T R o i i A B A B A O 4 A
14 B R UL 45 D s WT O Bib A RS 1l 53 07 S SO D o 44 9% 38 [ B S ] i 1 3¢
Il ) 6] 8“2 A L O S 1 A6 M A e Lo 2% AF

S =L RE N AR — B RGOSR0 2 R U LI R R A R . WTO P AE 2
MR T 3R i+ LR i 55 A ) 4 0F 10K o R ) 6 A7 BR W) o RT3 BB Dy 73 T R K

(139 See Trade Policy Review on People’s Republic of China, WT/TPR/M/161, 6 June 2006.
(140 Michael, supra note 104.
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L Ah b BA B R A E R AL T R AP A i b B A T B E AR IR,
TE SR b e N B 0] 1] 5 4 4206 ) i R v o 1 N 322 3% R R AT 25 20 55 . AR A2
AR FOI R RURE T M 14 b B EEOR I B B3 T AR ASL (HLR AR D 97 54T A9 DR T R
B S5 5 OGN E 2 A . X AR N R 00 255 22 4 vk (30D ) Y 2Rk i
T R N DX ] % ) 2% 4 4 B LA 1) 245 2 4 S Y 22 S, 5 52 0 A G ) R 5 IR 4 22 4 )
Wl 1 AS [ (4 H S22 e 2 7 R AR R BAE O R AT Al AT 5 10X T — SR R 2 2 e T
e ] 1O PO 5 5 e P R G S8 B TR B R

IR CWTO PrE Rk 515 M B s B R BRIk . % = ] B EL AN
AT 25 A UK 5 I TR A G A [ B i 55 3 18 3 3] 1 B 8 98 0 L ARG | A 0 A
e, SR, N WTO Bl MU A B 2= /0 al DL, 0 2% 25 ) 5 52 4R 258 0] 6 S5 o FRATT A ml 1 4t —
ASFF-1 2 A A TS R4 A

Abstract: The “Internet Freedom” and “Internet regulation” are two core legal issues in the informa-
tion age. In the WTO framework, {ree Internet trade includes free trade in information technology prod-
ucts, free trade in services, freedom of the media and free flow of trade—related data. Absolutely, free
Internet trade is not unlimited. The WTO Agreement stipulates three types of non— trade concerns for
domestic regulations. namely, national security exception, public morality and public order exceptions,
personal data protection exception. It should be noted that different standards apply to different non—
trade concerns under their specific conditions. During the process to promote the “Internet +” strategy,
China could draw on the concept of free Internet trade in the WTO Agreement. Furthermore, as a re-
sponsible nation, China shall adopt the measures. which are pursuant to the WTO Agreement, to pro-

tect the national security, public order and private interests in cyberspace.

Key Words: Internet Trade; Internet Regulation; The WTO Agreement; Dispute Settlement Prac-

tice

(REHRBE ENX)

+ 559 -

www.chinalawinfo.com/ www . pkulaw.cn/





