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(35 See R. H. Coase, “The Market for Goods and the Market for Ideas”, The American Economic Re-
view, Vol. 64, No. 2, 1974, pp. 384—391.

(361 B WG (MMM ETE"  RERMBGE 0 ), ko Bk 2 SCHR I MURE 2021 4F R, 56 189
—211 3¢,

370 Z WA, AT 6],

(381 See Ferrara et al., supra note 4, p. 97.

(393 See Hwang et al., supra note 15, p. 44.
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(401 See Shao et al., supra note 25, p. 4789.
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(421 See Boshmaf et al., supra note 4, p. 1.

(431 See Ferrara et al., supra note 4, p. 97.

(44) See Alessandro Bessi and Emilio Ferrara, “Social Bots Distort the 2016 US Presidential Election
Online Discussion”, First Monday, Vol. 21, No. 11, 2016, p. 11.

(451 See Philip N. Howard, Samuel Woolley and Ryan Calo, “Algorithms, Bots, and Political Commu-
nication in the US 2016 Election: The Challenge of Automated Political Communication for Election Law and
Administration”, Journal of Information Technology & Politics, Vol. 15, No. 2, 2018, p. 85.

(46] See Emilio Ferrara, “Bots, Elections, and Social Media: A Brief Overview”, in Kai Shu et al.
(ed.), Disinformation, Misin formation, and Fake News in Social Media , Cham: Springer Nature Switzer-
land AG, 2020, pp. 95—104.

(471 See Clay Shirky, “ThePolitical Power of Social Media: Technology, the Public Sphere, and Politi-
cal Change”, Foreign affairs. Vol. 90, No. 1, 2011, p. 30.

(481 See Elizabeth Dubois and Fenwick McKelvey, “Political Bots: Disrupting Canada’s Democracy”,
Canadian Journal of Communication Policy Portal , Vol. 44, No. 2, 2019, p. 29.
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(493 See Marco T. Bastos and Dan Mercea, “The Brexit Botnet and User-Generated Hyperpartisan
News”, Social Science Com puter Review , Vol. 37, No. 1, 2019, pp. 38 —54.

(501 See Dubois et al., supra note 48, p. 29.

(510 Z WLk PEL AR AT HE (410,56 23 B,

(521 ZWGOWPIINK « KR E (R A LR, SR, S0 R I AT 2003 48 JE, 5
17—20 11,

(53) (FEDMG N S (EFL ML Z M R TEEMR EEREORRME ), B R A, AW - 35
< B =HEA N 2003 ARRR L5 444 BT,

(541 ()TN « FEIR 4 (R 2 PRS0 W 2 B OB V8 19 38 I U0 ) 8 A L 1 0328 L b 0 R4 A
2014 4FRR .45 131 1T,

(551 See Howard et al., supra note 45, p. 90.
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(561 See Marc Owen Jones,“Propaganda, Fake News., and Fake Trends: The Weaponization of Twitter
Bots in the Gulf Crisis”, International Journal of Communication, Vol. 13, 2019, p. 1397.

(57) See David M. Beskow and Kathleen M. Carley, “Characterization and Comparison of Russian and
Chinese Disinformation Campaigns”, in Kai Shu et al. (ed.), Disinformation, Misinformation, and Fake
News in Social Media , Cham: Springer Nature Switzerland AG, 2020, p. 78.

(581 2 DL B2 SC 3t 58 % S T W TH 5 BOIR B AL B AT R AR XU TR 5 IR B AR (A
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(591 S LI RAEF oKk 2 - N T RE AR 570 T 09 B K22 23R 21 i T8 20 KUR R3] 5 B AR e 437
CH bR %2 4015802020 4E55 1,56 13 WL,

601 Z: DL R4 L UL AT TE (58] .56 2 3L,

(611 See Abokhodair et al., supra note 18, pp. 839—851.

(621 See Herbert Lin, “On the Organization of the U.S. Government for Responding to Adversarial In-
formation Warfare and Influence Operations”, I/S: A Journal of Law and Policy for the Information Socie-
ty, Vol. 15, No. 1—2, 2019, p. 2.
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(641 See Lin, supra note 62, p. 11.
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(661 See Ferrara et al., supra note 4, p. 102.

£67) See Lin, supra note 62, p. 7.
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(691 See Shirky. supra note 47, p. 30.

(703 See Howard et al., supra note 45, p. 86.

(713 See Kai-Cheng Yang et al., “Arming the Public with Artificial Intelligence to Counter Social Bots”,
Human Behavior and Emerging Technologies, Vol. 1, No. 1, 2019, p. 56.

(72) See Nathalie Marechal, “When Bots Tweet: Toward a Normative Framework for Bots on Social
Networking Sites”, International Journal of Communication, Vol. 10, 2016, p. 5024.

(73) ZWUBHE CNEEL S BRZ23H ke e — BHREZXZ WA T 0L ERIRE”, (2%
FITI)2021 4E58 1 11,58 131—136 TT,

(741 See Max W.E. Smeets and Herbert Lin, “A Strategic Assessment of the U.S. Cyber Command Vi-
sion”, in Herbert Lin and Amy Zegart (ed.), Bytes, Bombs . and Spies: The Strategic Dimensions o f Offen-
sive Cyber Operations, Washington, D.C.: Brookings Institution Press, 2018, p. 85.
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Abstract; The development of Internet and artificial intelligence technology and the flow economy have led
to the rise of social bots in social media. The rise of social bots may not only spread fake news, but also have a
significant impact on the expression of opinions that do not involve “true / false” issues. The speech of social
bots will interfere with the understanding of opinions on the Internet and in reality, and may have social conse-
quences acting on the physical space, thus incurring the challenge to the freedom of speech. This challenge is
more prominently reflected in the speech of political bots trying to influence politics, which has become a nation-
al security issue due to the “information war” in international politics. Therefore, in the era of artificial intelli-
gence, speech of social bots in the social media should be a matter of concern and regulated under the guidance

of the holistic approach to national security, based on which the theoretical understanding of freedom of speech

should be updated.

Key Words: Social Media; Algorithms; Social Bots;Political Bots; Freedom of Speech
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